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About the perimeter...
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Rogue websites




Vintage protocols
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Code repos



Partners and 3rd parties
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If you aim for 100% -
00.999% is better than 99.99%
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0% is better than 0%
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Are the “good”
peoplereally |
good people? ||

M PPt
Piesd







- TR
AL

«™

t

A\
Q

-~

34
2




A
LR




Compliant doesn’t mean secure
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Checking for leaked credentials:

haveibeenpwned.com

leakchecker.uni-bonn.de/de/index (German)

Rogue websites / newly registered domains:

letsencrypt.org/docs/ct-logs/
developers.tacebook.com/tools/ct/ (needs facebook account)
dnslytics.com/domain-search/



http://haveibeenpwned.com
http://leakchecker.uni-bonn.de/de/index
http://letsencrypt.org/docs/ct-logs/
https://developers.facebook.com/tools/ct/
http://dnslytics.com/domain-search/
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TLS version checker:

testssl.sh (it’s a website)

Website hygiene:
www.immuniweb.com/cloud/

www.bitsight.com/

Sinkholes

www.shadowserver.org/



http://www.immuniweb.com/cloud/
http://www.bitsight.com/
http://www.shadowserver.org/
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Code repositories: Canary Tokens:
github.com www.canarvtokens.org/nest
oitlab.com

bitbucket.org P&StEbil’lS

Al‘ChiVGS pastebin.com

archive.org kleber.io

archive.io

Subdomain reconnaissance
github.com/aboul3la/Sublist3r


http://github.com
http://gitlab.com
http://bitbucket.org
http://archive.org
http://archive.io
http://www.canarytokens.org/nest/
http://pastebin.com
http://kleber.io

|.inks

pkpure.net
apkpure.com
aptoide.com
gratuitpourpc.com
apkgk.com
apkdownload.com
apk.support
luckymodapk.com
napkforpc.com

moddescargar.com

uptodown.com
aapks.com
steprimo.com
apkcombo.com
apkmonk.com
apkdll.com
apkfab.com
daroid.com
modapkdown.com

apkaio.com

Some unofficial app stores

softonic.com
Qgapps.com
appfurpc.com
apkonline.net
apksos.com
apkfun.com

apkfollow.com
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